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1990s

A Great Decade for Performance!

e Stock market booming
* |tanium processor shipping

* Processor performance growing
exponentially (Moore’s Law)

 Compiler research booming
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New Processors Had High Expectations

ltanium Sales Forecasts

Customer purchasing ($ billions)
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Sources: Sun, IDC

Source: CNET Networks from data provided by Sun and IDC (12/7/2005)
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SPECint2006 CPU Performance
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Performance Papers Dominate PLDI
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Some Cynics: Proebsting’s Law

* Proebsting's Law: Compiler Advances
Double Computing Power Every 18 Years _'P

“..This means that while hardware computing
horsepower increases at roughly 60%/year, compiler
optimizations contribute only 4%/ Basically, compiler
optimization work makes only marginal contributions.”

http://research.microsoft.com/en-us/um/people/toddpro/papers/law.htm

OOOOOO
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ltanium Sales Lag

Dwindling Itanium forecasts

Customer purchasing ($ billions)

£35 Date of forecast
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Sources: Sun, IDC

Source: CNET Networks from data provided by Sun and IDC (12/7/2005)
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Uniprocessor Performance Flattens
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Performance is Dead
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What Killed Performance?

Advisories

CERT® Advisory CA-2001-26 Nimda Worm

ANALYSIS: .ida "Code Red" Worm

Original release date: September 18, 20 N|mda
Reweed September 25, 2001

reesenie: Code Red Source: GERT/CC September 2001

E'ﬁ‘s-’zl'itfi Ju Iy 2001 A complete revision history is at the ent Became Ia rgest worm

vonor 359k hOStS 1 day Systems Affected in 22 minutes

r1|creeeﬂhee reviausly released a etn::nmrtme laavuinel
Ivtt* . rp Cm y . p b * Systems running Microsoft Windows o, su, mo, v, anu cuuu
1 T -

sy MS SQL WORM IS DESTROYING INTERNET BLOCK PORT 1434!

Wy

| From: Michael Bacarella <mbac () netgraft com=
Date: Sat, 25 Jan 2003 02:11:41 -0500

iia

_ _ — Slammer
I'm getting mas=sive packet loss2 to various

1Zr[“:;.il.seeing a lot of these in my tcpdump o January 2003
02:06:31.017088 150.140.142.17.3047 > 24.1 |nfeCted 90% Of VU|nerab|e

02:06:31.017244 24.193.37.212 > 150.140.14 reachable [tos 0=

hosts in < 10 minutes

It looks like there's a worm affecting MMS
pingflooding addresses at some random sequence.

Micr A1]1 admins with accessz Lo routers should block gert 1434 (m=e-=sgl-m)!
Ben Zorn CGO 2010 Keynote 16

Everyone running M5 SQL Server shut it the hell down or make



Companies Shift Gears @
oL

» Correctness and S@CUrItY a major new focus

e Microsoft investments:
— PREfix, PREfast, SDV (Slam), ESP

— Large code bases automatically checked for
correctness errors (10+ million LOC)

 “Combined, the tools [PREfix and PREfast]
found 12.5% of the bugs fixed in Windows

Server 2003”
— “Righting Software”, Larus et al., [EEE Software, 2004
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Researchers Shift Gears @
3

* Ben’s research agenda changes
e 1990s

— Predicting object lifetime and locality
(with David Barrett and Matt Seidl)

— Branch Prediction (with Brad Calder et al.)
— Value Prediction (with Martin Burtscher)

e 2000s —tough sounding project names
— DieHard — with Emery Berger, Gene Novark
— Samurai — with Karthik Pattabiraman
— Nozzle — with Ben Livshits
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The New Threat:
Exploitable Memory Corruptionsﬁﬁ

e Buffer overflow c

char *c = malloc(100); a
c[101l] = ‘a’; 0

99

e Use after free

char *pl malloc (100) ; pl p2

char *p2 = pl;
X

free (pl) ; (T 99

P2[0] = ‘%'
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Strategies for Avoiding Memory Corruptions

* Rewrite in a safe language (Java, C#, JavaScript)

 Static analysis / safe subset of C or C++
— SAFECode [Adve], etc.

 Runtime detection, fail fast
— Jones & Lin, CRED [Lam], CCured [Necula], others...

e A New Approach: Tolerate Corruption and Continue
— Failure oblivious computing [Rinard] (unsound)

— Rx, Boundless Memory Blocks, ECC memory
— DieHard / Exterminator, Samurai

OOOOOO



Correctness at What Cost?

* Heap implementations are/were maximally
brittle for performance

* Space: packed as tightly as possible

 Time: reuse freed objects as soon as possible

— free = push malloc = pop

freelist <= freelist <=

Microsoft Ben Zorn CGO 2010 Keynote 21
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DieHard Allocator in a Nutshell

 With Emery Berger (PLDI 2006)

* Existing heaps are brittle,
predictable Normal Heap

— Predictable layout is easier for
attacker to exploit
 Randomize and overprovision

the heap .
— Expansion factor determines how DieHard Heap
much empty space ﬁ
— Semantics are identical 1
— Allocator is easy to replace q =
T . — o mew

* Replication increases benefits — _—
* Exterminator extended ideas ] &:

(PLDI 2007, Novark et al.)

OOOOOO
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Of Course, Performance Matters

B GNU libc @ Exterminator
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DieHard Impact

s Support Community Sign in | United States - English | Preferences

* DieHard (non-re
— Windows, Linux
— Works in FireFo» e
— Try it right noOw!| Feature impact

Fault Tolerant Heap ~“msdn

Affected Platforms

Severity - Medium

* RobustHeap Frequeney -Lon

Description

- M IcrOSOft I nte rn The Fault Tolerant Heap (FTH) is a subsystem of Windows 7 responsible for monitoring application crashes and

autonomaously applying mitigations to prevent future crashes on a per application basis. For the vast majority of
users, FTH will function with no need for intervention or change on their part. However, in some cases, application

- P rOtOtyped I n M developers and software testers may need to override the default behavior of this system.
Solution
— Demonstrated t

Viewing Fault Tolerant Heap activity

L]
o W d 7 F | Fault Tolerant Heap logs information when the service starts, stops, or starts mitigating problems for a new
I n OWS a u L e T " p J-l-.'g ik '™ S.II +ly TS p g g p

A} L4

— Inspired by ideas from DieHard/Robustheap
— Turns on when application crashes

Microsoft Ben Zorn CGO 2010 Keynote 24
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http://www.diehard-software.org/
http://www.diehard-software.org/
http://www.diehard-software.org/

A Benefit of Working at Microsoft...

One day | was trying to
convince a security team that
DieHard would improve
security...

They said “What about heap
spraying?”

And | said “What’s that?”
(long pause)

And they said “Look it up...”

Ben Zorn CGO 2010 Keynote 25
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Here’s What | Found...

Acrobat affecting
exploited. We arg
sample last week]
clearthat we did

others are aware
Reader8.1.0,8.1.
confirmed viates|
will also affectit 2

Howewer, it woul
you DISABLE JAV
functionality and
should be an eas'

Disabling JavaScr
Click: Edit -> Pref

Microsoft’

Research

FireEye Malware Intelligence Lab

Threat research, analysis, and mitigation | www.fireeye.com

Home  Archives  Subscribe

Common Element:
All vulnerable applications support

embedded scripting languages
avaScript, ActionScript, etc.)

Most of the Acrobat exploits over the last several months use the, now common, heap spraying technique, implemented
in Javascript/ECMAscript, a Turing complete language that Adobe thought would go well with static decuments. (Cause
that went so well for Postscript) (Ironically, PDF has now come full circle back to having the features of Postscript that it
was frying to get away from.) The exploit could be made far far [ess reliable, by disabling Javascript in your Adobe
Acrobat Reader.

But apparently there's no easy way to disable Flash through the UI. US-CERT recommends renaming the %
ProgramFiles$tAdoke \Reader 2.0%Reader‘authplay.dll and $ProgramFilesit\Adobe’\Reader 2.0
\Reader\rt3d.dll files. [Edit: Actually the source for this advice is the Adobe Product Security Incident Response

Team (PSIRT).]

Anyway, here's why... Flash has it's own version of ECMAScript called Actionscript, and whoever wrote this new 0-day,
finally did something new by implementing the heap-spray routine with Actionscript inside of Flash.

http://blog.fireeydmomgresE4rch72009 f@Ffactionscript_heap spray.html

Details

-]

¥

Q

O ARCH

2009 (140)

» Angust(11)

¥ July (33)
LuckySploit **

* B866.0rg,podzone.off

ulaiba.net...

Spam ** 29 July

LuckySploit ** siyou.org

Spam ** 27 July
LuckySploit #*
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http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html

Drive-By Heap Spraying
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Drive-By Heap Spraying (2)

ASLR prevents the
Program Heag attack

Creates the
ol malicious object

<SCRIPT language=" . .
shellcode = unesq TrlggerS the jump

</SCRIPT>

<IFRAME
SRC=file://BBBBBBBBBBEBBBBBBBEBBEBBBBBBBBBEEEB ...
NAME="CCCCCCCCCCcCcccceceeececececececececcecceccececececececcecccececce ..
&#3341;&#3341;">

</IFRAME>

Microsoft' Ron Zorn CGO 2010 Kevnote
A-Ca0-2010-Keynote
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Drive-By Heap Spraying (3)

Program Heap

<SCRIPT language="text/javascript">
shellcode = unescapaftsiii2242432

oneblock = unescag
var fullblock = ofAUL IR0 [0[0 1Yo}

while (fullblock. . . .
fullblock += fu malicious objects

}

sprayContainer = new Array() ;
for (i=0; i<1000; i++) {
sprayContainer[i] = fullblock + shellcode;

}
</SCRIPT>

Microsoft' Ben Zorn CGO 2010 Keynote 29
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OOOOOO

Nozzle — Detecting Heap Spraying

e Joint work with Paruj Ratanaworabhan (Kasetsart
University) and Ben Livshits (Microsoft Research)

* Insight:
— Spraying creates many objects with malicious content

— That gives the heap unique, recognizable
characteristics

* Approach:

— Dynamically scan objects to estimate overall malicious
content



Nozzle: Classifying Malicious Objects

Application Threads

create
object

Microsoft
Research

Repeat

scan object
and classify

Nozzle Threads

benign
object
benign -
object
benign
benign object
object
Application Heapynote
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Local Malicious Object Detection

Is this object dangerous?

Code
00000000000 al * Isthis ObjECt code?
00000000000 al — Code and data look the same on x86
00000000000 al
00000000000 al e Focus on sled detection
00000000000 al o ..
00000000000 al — Majority of object is sled

00000000000 al — Spraying scripts build simple sleds

Is this code a NOP sled?

0101010101 1x ] — Previous techniques do not look at heap
0101010101 Ix ] , _
0101010101 1% ] — Many heap objects look like NOP sleds
0101010101 r _ 5 - i
0101010101 shellcode | % 80% false positive rates using previous
‘ techniques
0101010101 and ah, [edx]
0101010101 and ah, [edx] * Need stronger local techniques
Microsoft Ben Zorn CGO 2010 Keynote 32
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Object Surface Area Calculation

» sub [eax], eax Legend:
e Assume: attacker wants ade di, bh () arithmetic
h h | I d f or eax, 0d172004h ] memory
to reac sneill code 1rrom jg 021c7fde [ 1/0 or syscall
jump to any pointin 2 | 8 controlflow
. test cl, ah
O bJ ECt jecxz 021c7fd8
e Goal: find blocks that 3adda.,3¢,l.. T
are likely to be reached L e
. add al, 38h outs dx, [esi]
via control flow jmp G21c7%d8
¢ Strategy: Use dataﬂOW f xor [eax]:eax -
analysis to compute ine 021¢7fbe
“ »” 6 y
surface area” of each i e
b I OCk in eax, Ox11
An example object from visiting google.com
Microsoft Ben Zorn CGO 2010 Keynote 33
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Nozzle Effectiveness

Application: Web Browser

1
S Malicious Page »
2 a.8
Q
o
(q0)
Y
| -
3 8.6
Vp) ] _
o : “omelsiiien
E 8.4 E
© |
E O
e ;
= . - Normal Page .

=]

18688 280808 Jooen 48888 oa088 Ga8608 FLiLilils]

Logical time énumber of allocations/frees)
en Zorn CGO 2010 Keynote
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g
n

Normalized execution time of Nozzle

Micrc

Researcn

Nozzle Performance

3.6 51 13.8 3.4 8.0 9.1

—_— —

3.2

1 100% B3 25% 0 10% B 5% B No Nozzle

I
Sampling rate
Ben Zorn CGO 2010 Keynote
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So, Performance is Dead...

How far can defect detection and runtime toleration go?

How much
headroom is left
for improvement?

Future challenges:

Diminishing returns
Scaling verification
3rd-party library code
Performance implications

O

Q

+ 100

Q

)

8 Static analysis,
n verification

i)

8 DART, safe languages,
“'G—J etc.

A 50 Testing automation,

2 fuzzing, extreme

S prow i
E Testing, code reviews -
o - — ]
< O

X

1970 1980 1990 2000

Microsoft
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What’s Happening Here?

Browser Market Share Trends

100.00% -
90.00% - ] .
50.00% Can we explain this?
70.00% -
60.00% -
m Other
50.00% -

(o) _ .
40.00% = FireFox
30.00% -

20.00% - mIE
10.00% -
0.00% -
2233 sff2€3532233 228282356
g O O 0 O g QO P I @ O O O g =© P
20z ¢ 9 20 3z § %9
A z o g Zz O
Source: http://marketshare.hitslink.com/
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Long Live Performance!

“Safari dominates browser benchmarks” “Browser faceoff: IE vs Firefox vs Opera vs Safari”

SunSpider JavaScript 0.9 / Vista SP1

Web browser benchmark results: PC (smaller is faster)

Safari 4
Firefox 3

Sunspider (less is better)

6000ms

‘Browser Wars: Ultimate Browser Benchmark...”

Performance can make
~ .. |or break a platform

Firefox Firefox | Chrome | Chrome | Chrome | Opera
3.5 3.6 2 3 4 10

4500ms

3000ms

8935

l n May 29th, 2008

Safari 4

IEE

|-5un5pidEr 5169.2 1357.2 1216.6 12054 204.4 1013.2 3e24.2 7e0.8

http://www.favbrowser.com/chrome-vs-opera-vs-

Microsoft firefox-vs-internet-explorersvs-safari/ . 38
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One Word:

Standard for scripting web applications

Fast JITs widely available

JavaScript

Lots of code present
in all major web sites

Support in every browser

Microso
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Understanding JavaScript Behavior

With Paruj Ratanaworabhan and Ben Livshits

Benchmarks Real apps
7V8 8 SunSpider J S IVl Ete r blﬂ :
)
programs: programs: t | g G(: 8[6
e My
e richards e 3-draytrace }Wr ~ GM il WinctawéLive-
‘ q S Hotmail
e deltablue e access-nbody
. . amazoncom d)
e crypto e bitops-nsieve
e raytrace e controlflow B anar pansr AR i blﬁg GOUS[G"
e earley- e crypto-aes
The

° regexp e math-cordic

. facebook
e string-tagcloud

Goal: Measure JavaScript in real web applications
Approach: Instrument IE runtime

Ben Zorn CGO 2010 Keynote
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Real Apps are Much Bigger

2500

Gmail delivers more
than 2 megabytes of
source code to your
browser

N
o
o
o

=
(%2
o
o

1000

500 -

Source size (kilobytes)

@ N
L
N &

Real apps Benchmarks

Microsoft Ben Zorn CGO 2010 Keynote 42
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. .
Real Apps have Interesting Behavior:

Live Heap over Time (eBay)

2e+086

conbined
function
. t i
LN Heap contains “array
o b ject
mostly functions o
1.6e+886
1.4e+B86 [ Heaps
repeatedly
1,2e+086 | created, then

discarded
1e+806 -

goeaea -

Size of liwve heap {bytes}

GaBaBea -

4884688 -

2084888 -

a
a 2e+B006 4e+B006 Ge+B06 de+006 le+887 1.2e+i
' ’ Logical time in allocated bytes
Microsoft Ben Zorn CGO 2010 Keynote 43
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Code| Objectlev

Real Apps have Different Architectures

You stay on the same page

during your entire visit

5 5
12210 Code loaded once 12X 10
function . . ——— function
o sting Heap is bigger o string
10 — o aray ] 10 || —=— array
—=— object —— object
g 8l g 8r ons
g 8 Every transition loads a
L £ ol new page
= = Code loaded repeatedly
5oar N at Heap is smaller
2F 3 2r
Ob it 1 :-:-,:-:-: : ,- _:::m:: B , 2 u P T o T o -a ,,..- - . 1 AL S
Logical time in allocated bytes M 105 Logical time in allocated bytes ¥ 10
Bing Google
(Web 2.0) (Web 1.0)
Microsoft Ben Zorn CGO 2010 Keynote
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The Next 10 Years

* Reliability
* “Good enough” = cheap

* Energy

* Concurrency

Microsoft
Research



Reliability Threats

H/W and S/W Transient Faults due to
Silicon Defects Design Errors Cosmic Rays & Alpha Particles
(Manufacturing defects and  (Bugs are expensive and 1, reqse exponentially with
device wear-out) expose security holes)

number of devices on chip)

Gate
Source

Parametric Variability il 0 W Manufacturing Defects
(Uncertainty in device and environment) ~ That Escape Testing

(Inefficient Burn-in Testing)
Intra-die variations in ILD thickness

Increased Heating |

Thermal
Runaway

Thickness (um)

Higher Higher

Power Transistor
Dissipation w Leakage

Y (mm)

X (mm)
Reséarch Slide couwesy of Todd Atistin' “Refiable'Précessor Research @ Umich”
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The “Good Enough” Revolution

Source: WIRED Magazine (Sep 2009) — Robert Kapps

 Observation: People prefer “cheap and good
enough” over “costly and near-perfect”
 Examples: Flip video cameras, Skype, etc.
 Conclusion:
 Engineer for imperfect result at low cost
* Projects: Green (Chilimbi, MSR), Perforation
(Rindard, MIT), Flicker (Pattabiraman, UBC)

Ben Zorn CGO 2010 Keynote 47
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140

120

100

80

fal)

40

20

Total Electricity Use (billions kWh/year)

“Estimating Total Power Consumption by Servers in the U.S. and the

Energy

0.8% of 2005 world
electricity sales

1.2% of 2005 US

electricity sales

2000

.,

us

2005

Cooling and auxiliary
equipment

High-end servers
Mid-range servers

Volume servers
World

2000

World”, Jonathan G. Koomey, LBL Report, Feb. 2007

2005




Conclusions

* Performance was and continues to be critical
— Correctness and security neglected until 2000s
* What is being optimized changes
— Energy usage
— Concurrency
— Cost effectiveness
— Constrained devices
* Improvements in next 10 years harder
— Proebsting’s Law: Accurate? Acceptable?
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