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1990s 
A Great Decade for Performance! 

ÅStock market booming 

ÅItanium processor shipping 

ÅProcessor performance growing 
ŜȄǇƻƴŜƴǘƛŀƭƭȅ όaƻƻǊŜΩǎ [ŀǿύ 

ÅCompiler research booming 
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NASDAQ Booming 
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New Processors Had High Expectations 

Source: CNET Networks from data provided by Sun and IDC (12/7/2005) 

Itanium Sales Forecasts 
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SPECint2006 CPU Performance 
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Performance Papers Dominate PLDI 
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Some Cynics: tǊƻŜōǎǘƛƴƎΩǎ Law 

http://research.microsoft.com/en-us/um/people/toddpro/papers/law.htm 
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ÅProebsting's Law: Compiler Advances 
Double Computing Power Every 18 Years 
άΧThis means that while hardware computing 
horsepower increases at roughly 60%/year, compiler 
optimizations contribute only 4%. Basically, compiler 
ƻǇǘƛƳƛȊŀǘƛƻƴ ǿƻǊƪ ƳŀƪŜǎ ƻƴƭȅ ƳŀǊƎƛƴŀƭ ŎƻƴǘǊƛōǳǘƛƻƴǎΦέ 
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The Bubble Bursts 
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Itanium Sales Lag 

Source: CNET Networks from data provided by Sun and IDC (12/7/2005) 

http://news.cnet.com/2300-1006_3-5873647.html 
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Uniprocessor Performance Flattens 
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4%/year sounding pretty good 
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PLDI Performance Paper Decline 
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Performance is Dead 
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Code Red 
July 2001 
359k hosts, 1 day 

What Killed Performance? 

Nimda 
September 2001 
Became largest worm 
       in 22 minutes 

Slammer 
January 2003 
Infected 90% of vulnerable 
          hosts in < 10 minutes 
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Companies Shift Gears 

ÅCorrectness and security a major new focus 

ÅMicrosoft investments: 
ïPREfix, PREfast, SDV (Slam), ESP 

ïLarge code bases automatically checked for 
correctness errors (10+ million LOC) 

Åά/ƻƳōƛƴŜŘ, the tools [PREfix and PREfast] 
found 12.5% of the bugs fixed in Windows 
Server 2003έ  
ïάwƛƎƘǘƛƴƎ {ƻŦǘǿŀǊŜέΣ Larus et al., IEEE Software, 2004 
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Researchers Shift Gears 

Å.ŜƴΩǎ ǊŜǎŜŀǊŎƘ ŀƎŜƴŘŀ changes  
Å1990s 
ïPredicting object lifetime and locality 

(with David Barrett and Matt Seidl) 
ïBranch Prediction (with Brad Calder et al.) 
ïValue Prediction (with Martin Burtscher) 

 

Å2000s ςtough sounding project names  
ïDieHard ς with Emery Berger, Gene Novark 
ïSamurai ς with Karthik Pattabiraman 
ïNozzle ς with Ben Livshits 
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a 

The New Threat: 
Exploitable Memory Corruptions 
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ÅBuffer overflow 
 
char *c = malloc (100);  

c[101] = óaô; 

 

ÅUse after free 
 
char *p1 = malloc (100);  

char *p2 = p1;  

 

free(p1);  

p2[0] = óxô; 
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Strategies for Avoiding Memory Corruptions 

ÅRewrite in a safe language (Java, C#, JavaScript) 

ÅStatic analysis / safe subset of C or C++ 

ïSAFECode [Adve], etc. 

ÅRuntime detection, fail fast 

ïJones & Lin, CRED [Lam], CCured [NeculaϐΣ ƻǘƘŜǊǎΧ 

 

ÅA New Approach: Tolerate Corruption and Continue 

ïFailure oblivious computing  [Rinard] (unsound) 

ïRx, Boundless Memory Blocks, ECC memory 

ïDieHard / Exterminator, Samurai 

20 Ben Zorn CGO 2010 Keynote 



Correctness at What Cost? 

ÅHeap implementations are/were maximally 
brittle for performance 

ÅSpace: packed as tightly as possible 

 

ÅTime: reuse freed objects as soon as possible 

ïfree = push                              malloc = pop 
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freelist freelist 
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DieHard Allocator in a Nutshell 
ÅWith Emery Berger (PLDI 2006) 
ÅExisting heaps are brittle, 

predictable  
ïPredictable layout is easier for 

attacker to exploit 

ÅRandomize and overprovision 
the heap 
ïExpansion factor determines how 

much empty space 
ïSemantics are identical 
ïAllocator is easy to replace 

ÅReplication increases benefits  
ÅExterminator extended ideas 

(PLDI 2007, Novark et al.) 
 
 

Normal Heap 

DieHard Heap 
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