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1990s

A Great Decade for Performance!

A Stockmarket booming
A Itanium processor shipping

A Processor performance growing
SELRYSYGAIFIff& oa

A Compiler research booming
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New Processors Had High Expectatior

ltanium Sales Forecasts

Customer purchasing ($ billions)
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SPECInt2006 CPU Performance
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Performance Papers Dominate PLDI
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X ,
Some Cynic$: NP S 0 dawA

A Proebsting'sLaw: Compiler Advances
Double Computing Power Every Mgars _‘P

a Xhis means that while hardware computing
horsepower increases at roughly 60%/year, compiler

optimizations contribute only 4%. Basically, compiler
2LIOAYATLFOAZ2Y 62NJ] Yl 1Sa

£

http://research.microsoft.com/erus/um/people/toddpro/papers/law.htm
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The Bubble Bursts
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Itanium Sales Lag

Dwindling Itanium forecasts
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m— June 1997
June 1998
30
¥ — Aug. 1999
June 2000
%23 = June 2001
m—— Oct, 2001
$20 March 2002
— April 2003
{
15 §
% QQ )
£10
£5 Actual
Itanium
revenue

]
1995 2000 2001 2002 2003 2004 2005 2006 2007

Sales year
Sources: Sun, IDC

Source: CNET Networks from data provided by Sun and IDC (12/7/2005)

Ben Zorn CGO 2010 Keynote
Research http://news.cnet.com/2300-1006 3-587364Zhtml

Microsoft



100.00

10.00

1.00

0.10

0.01

Microsoft

Research

intel 486
intel pentium
Xintel pentium 2
e intel pentium 3
+intel pentium 4
=intel itanium
Alpha 21064
Alpha 21164
B Alpha 21264
Sparc
SuperSparc
Sparc64
Mips
+HP PA
Power PC
AMD K6
AMD K7
¢ AMD x86-64
= [BM Power
=SUN UltraSPARC
Intel Core 2
XAMD Opteron

Uniprocessor Performance Flatten:

w_

4%/year sounding pretty goo'4

+
I (o-i't.’

0

Year of Introduction

Numbers courtesy of Marldorowitz, Ofer Shacham

88 89 90 91 92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09



PLDI Performance Paper Decline
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Performance 1s Dead
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What Killed Performance?

Advisories

CERT® Advisory CA-2001-26 Nimda Worm

Original release date: September 18, 20 Nlmda
Revised: September 25, 2001

et Code Red Source: CERT/CC September 2001
E'?SE“W July 2001 A complete revision history is at the ent Became Ial’geSt WOrm
o 359k hosts 1 dE Systems Affected |n 29 mlnuteS

r1|crnsnﬂhas reviausly released a atn::nmrtms laavuinel
Ivtt* . rp Cm y . p b * Systems running Microsoft Windows o, su, mo, v, anu cuuu
1 T -

sy MS SQL WORM IS DESTROYING INTERNET BLOCK PORT 1434!

Wy

ANALYSIS: .ida "Code Red" Worm

| From: Michael Bacarella <mbac () netgraft com=
Date: Sat, 25 Jan 2003 02:11:41 -0500

iia

Slammer

I'm getting mas=sive packet loss2 to various

;DZIs.seeing a lot of these in my tcpdump o Januarwoos
02:06:31.017088 150.140.142.17.3047 > 24.1 Infectedgm/() Of VUInerabIe

02:06:31.017244 24.193.37.212 > 150.140.14 . . reachable [tos 0=
It looks like there's a worm affecting MMS hOStS In O InUteS
pingflooding addresses at some random sequence.

Micr A1]1 admins with accessz to routers should block port 1434 (ms-=
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Companies Shift Gear3@
.;3.

A Correctness an8€CUTrItya major new focus

A Microsoft investments:
I PREfixPREfastSDV (Slam), ESP

I Large code bases automatically checked for
correctness errorsi0+ million LOC)

A& | 2 Y 0, ihy t8diS[PREfixand PREfadt
found 12.5% ofthe bugs fixed iWindows
Server200&

i GwA IKGAY Aargsat 3. (IEEE SdBvwak004
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Researchers Shift Gear@

A. S5y 0a NBAShahgdK | 3 ST R
A 1990

I Predicting object lifetime and locality
(with David Barrett and Matfeid)

I Branch Prediction (with Brad Calder et al.)
I Value Prediction (with MartiBurtsche)

A 2000s ctough sounding project names
I DieHardc with Emery Berger, Gerdovark
I Samurar with Karthik Pattabiraman
I Nozzlec with Ben Livshits
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The New Threat:
Exploitable Memory Corruptio%

A Buffer overflow C l
char*c= malloc (100); a
c[101] = |[0a6b; 0 09

A Use after free

char*pl = malloc (100); pl p2
char *p2 = p1; \1/
X
free(pl);
P2l 0] =716x0; (T %
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Strategies for Avoiding Memory Corruption:

A Rewrite in a safe language (Java, C#, JavaScript)

A Static analysis / safe subset of C or C++
I SAFECodé&\dvd, etc.

A Runtime detection, fail fast
i Jones & Lin, CRED [La@furedNecul® = 2 0 KS N&

A A New Approach: Tolerate Corruption and Continue
I Failure oblivious computingRjnard (unsound)
I RX, Boundless Memory Blocks, ECC memory
I DieHard/ Exterminator, Samurai
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Correctness at What Cost?

A Heap implementations are/were maximally
brittle for performance

A Space: packed as tightly as possible

A Time: reuse freed objects as soon as possible
I free = push malloc= pop

freelist <= freelist<=
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DieHard Allocator in a Nutshell

A With Emery Berger (PLDI 2006)

A Existing heaps are brittle,
predictable Normal Heap

I Predictable layout is easier for
attacker to exploit
A Randomizeand overprovision

the heap _
i Expansion factor determines how DleHard Heap
much empty space ﬁ — =
I Semantics are identical —
i Allocator is easy to replace == L1
AR . 1 T Eew
A Replication increases benefits— —
A Exterminator extended ideas — &:

(PLDI 200'Novarket al.)
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