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OUR WORK o

THE E

LEVATOR PITCH

* Bulld anomaly detection into a deployed application

e abnormal

* Flag the execution of the application If it appears to

* Give the user the ability to..

» adjust the meaning of “abnormal”

» decide how to proceed when flags are raised




MOTIVATION T
ANOMALOUS EXECUTION

» Attacks on vulnerable code

« Buffer overruns, value overflow and underflow, denial of
service, Injection attacks, etc.

e Soft errors
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MOTIVATION v

ANOMALY DETECTION
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application

Profile application with a el of
set of Inputs to construct flormal

. usage
a model of normal behavior
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MOTIVATION o

ANOMALY

DETECTION

e Models for anomaly detection are trained on a set of inputs

(called the training set)

e Generally, training with more inputs reduces false positives

e .but, Increases the number of false negatives of the model

e Current systems don’t give the user a method
for adjusting the tradeoff between the two

“falses”
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MAINS TREAM COMPUTING
CONCEPTUAL FIGURE

facebook gmail
youtdbe ; bing
hulu :

Reject

\

A5% of executions

P 7% of execution




OUR SYSTEM
MAINSTREAM COMPUTING

« Allow a user to say,“Ensure that this vz
execution conforms with 99% of the =0
usage patterns for the application” 0: kil

29 —

- System constructs a model that is 0z
statistically suaranteed to raise a flag at s
most | 7% of the times the application is 3o -
Invoked sn

* Provide a single knob for each — =
application —0 2o

g Abort

« Allow the user to select what action is s —

taken when a flag Is raised dox

- | Aggressive O

¢ || Aggressive <O

> | Normal

C | Aggressive <

- | Aggressive <

C | Aggressive O

C | Aggressive | <

> | Aggressive O

- | Normal

- | Aggressive O
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RECOURSE

Unexpected execution for gzip - pid(26222)
/l .
varl2-gzip-do stat-D.5918

Warning: Do you trust this input?

‘ ﬂ Skip Once ‘ :

{” Conform

* What should we do when the execution looks abnormal?

..ll
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HIGH LEVEL VIEW

» Collaborative approach

* A centralized server collects
runtime profiles from clients

SErver

» Centralized server uses
these runtime profiles to
generate constraint sets for
applications

.|I|
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CLIENT OPERATION

@ [ERiisTna/e two maln tasks:

| .Ensure that server provided Prait = 3%
constraints are not violated .

2.Continually sample aspects of
execution for this invocation

.|l|
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CLIENT OPERATION

@ [ERiisTna/e two maln tasks:

| .Ensure that server provided
constraints are not violated

Pfait = 3%

A*
constraint set

ID RANGE

2.Continually sample aspects of
execution for this invocation

dim [lS8H]
aL5% [-1,99]
J [0,99]

.|l|i
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CLIENT OPERATION

ID RANGE
dim % 3]
; : ix =52
@ [ERiisTna/e two maln tasks:

J [0,19]

| .Ensure that server provided Prait = 3%
constraints are not violated <

A*
constraint set

ID RANGE

2.Continually sample aspects of
execution for this iInvocation

dim [lS8H]
aL5% [-1,99]
J [0,99]

..lll

runtime profile
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SERVER OPERATION

runtime profile
» Server aggregates runtime profiles, Ll

from the clients : [[i :;]
[0,19]
e Creates constraint sets
with statistical bounds on
failure rates

 Can probabilistically
tolerate runtime profiles
from rogue users

<|lI
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SERVER OPERATION

runtime profiles

» Server aggregates runtime profiles,
from the clients

.|l|




SERVER OPERATION

runtime profiles

» Separate runtime profiles into a
training set and a validation set

BlESE sets are disjoint

.|ll
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SERVER OPERATION

runtime profiles

training set validation set

» Separate runtime profiles into a
training set and a validation set

BlESE sets are disjoint
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SERVER OPERATION

runtime profiles

training set

* Create a model of nominal behavior

using runtime profiles in the training
Seil

.|ll{




SERVER OPERATION

m] runtime profiles

training set
ID RANGE ID RANGE
dim 28] U dim 12
ix [ IRkOR) ix [0,99]

J [2,11] J [1,99]

* Create a model of nominal behavior

using runtime profiles in the training
Seil

.|l|i
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SERVER OPERATION

m] runtime profiles

training set
ID RANGE ID  RANGE ID RANGE
dim [R25 255 U dim RN 2] s dim [1,3]
b [ [=1.10] ix [0,99] o ix | [-1,99]
] N2l 1] i [1,99] J [1,99]

* Create a model of nominal behavior

using runtime profiles in the training
Seil

.|l|i
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SERVER OPERATION

e runtime proﬂes

o "" = """
AN A L U ) \/ \

training set validation set

ID RANGE

dim [R50
[-2,99]
J [0,99]

constraint set

.|l|l



aYaYaYe

N U )

iID
dim
ix

Jj

SERVER OPERATION

m

\_J \

RANGE
TS

[-2,99]
[0,99]

m

\/ \

training set

)

@l ralnt set

iID
dim

ix

runtime proﬂes

RANGE
[1,12]
[1,50]
RO

m

\/

validation set

.|l|
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aYaYaYe

N U )

iID
dim
ix

Jj

SERVER OPERATION

m

\_J \

RANGE
TS

[-2,99]
[0,99]

m

\/ \

training set

U

@l ralnt set

runtime proﬂes

m

\/

validation set

.|l|
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aYaYaYe

N U )

iID
dim
ix

Jj

SERVER OPERATION

m

\_J \

RANGE
TS

[-2,99]
[0,99]

m

\/ \

training set

U

@l ralnt set

runtime proﬂes

00 - 0

validation set

.|l|
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SERVER OPERATION

e runtime proﬂes

o "' """
AN A L U ) \/ \

training set validation set

ID RANGE

dim [R50
D)

[-2,99]
J [0,99]

@l ralnt set
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aYaYaYe

N U )

iID
dim
ix

Jj

SERVER OPERATION

m

\_J \

RANGE
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h

\/ \

training set

)

@l ralnt set

iID
dim

ix

runtime proﬂes

RANGE
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m

\/
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aYaYaYe
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iID
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SERVER OPERATION
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RANGE
TS

[-2,99]
[0,99]

h
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training set
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@l ralnt set
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aYaYaYe

N U )

iID
dim
ix

Jj

SERVER OPERATION

m

\_J \

RANGE
TS

[-2,99]
[0,99]

h

\/ \

training set

U

@l ralnt set

runtime proﬂes

(00 - 0000

validation set

..ll
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aYaYaTaYaYsh YA
000
AL W P ) \/ \
training set
ID RANGE
dim [R50
ix [-2,99]
J [0,99]

@l ralnt set

runtime proﬂes

m

\/

SERVER OPERATION

m

/.

validation set

Pfaz'l o

Nfailed

Nfualidate

.|ll
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aYaYaTaYaYe YA
000
AN A W g \/ \
training set
ID RANGE
dim [R50
ix [-2,99]
J [0,99]

@l ralnt set

runtime proﬂes

* This i1s only an estimate, the
accuracy of which depends on

Nvalidate

m

\/

SERVER OPERATION

m

/.

validation set

Pfaz'l o

Nfailed

Nfualidate

.|ll
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SERVER OPERATION

aYaYaYaYaYeh ()
000

AN A L U ) \/ \
training set

ID RANGE
dim [R50
ix [-2,99]
] RO 95

@l ralnt set

runtime proﬂes

g

validation set

A Nfailed
mel Nfualidate .
* We can find a statistical upper
bound for the fallure rate by using
the well-known solution to the

polling problem
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aYaYaTaYaYsh YA
000
AL W P ) \/ \
training set
ID RANGE
dim [R50
ix [-2,99]
J [0,99]

@l ralnt set

runtime proﬂes

SET

000 OO

Ntrain Pfa’il
100 35.42
200 22.98
[ J o
o [ J
o [
3900 0.10

4000

SERVER OPERATION

) i

\/ \

validation set

N N
Pfaz'l i fazled

Nfualidate

.|ll
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aYaYaYaYaYeh ()

AN A L U ) \/ \

training set

@l ralnt set
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SERVER OPERATION

runtime proﬂes

SET

O 000 OO

Ntrain

100
200

3900
4000

validation set

/.

N N
Pfaz'l i fazled

Nfualidate

.|ll




FROTOT TS
IMPLEMENTATION

» Augmented GCC (version 4.2) with a mainstream computing pass

» Pass inserts calls to a runtime library that simultaneously sample
execution and ensure constraints aren’t violated

» Object file constructor modified to Initialize execution constraints
- Communication with server implemented as a daemon

- When user changes tolerances, daemon fetches latest constraint set
from the server

* Similarly, it periodically pushes client runtime profiles back to the server

Thursday, April 29, 2010



RESULTS

* Perform the following experiments
* False positive study
tradeoft
* Detecting exploits

» Detecting soft errors, fallure oblivious execution, runtime
overhead

* We simulate a user community

Thursday, April 29, 2010



Prai: FALSE POSITIVES

B 256 512 W 1024 B 2048 M 4096 8192 M 16384

13.00%
12.00%
1 1.00%
10.00%
9.00%
8.00%
7.00%
6.00%

failure rate

5.00%

4.00%

3.00%

2.00%

1.00%

b

bc bzip2 compress grep gzip jpeg libpoppler libtiff tar wc man

0.00%
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Prai: FALSE POSITIVES

* Future work to reduce faillure rates:

|.Only instrument likely indicator
variables

13.00% M 256 (1512 W 1024 H2048 M 409 (18192 M 16384

2.Use smoke detector model

failure rate

5.00%
4.00%

3.00%
2.00%

i

bc bzip2 compress grep gzip jpeg libpoppler libtiff tar wc man

1.00%
0.00%
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=
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DETECTING EXPLO\TS

II

app 256 | 512 2048 4096
sle |00% | 100% 100% NA
COMpress 0% | 0% 0% | 0%
orep 00% | 100% 100% | 100%

oZIp 007 507% 30% IO
ibpoppler 100% | 100% |00% | 100%
ibtiff |00% | 100% 100% | 100%
mMan 100% | 100% 100% | 100%
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RELATED WORK

* Forrest et al. The Evolution of System-call Monitoring. ACSAC 2008
e Perkins et al. Automatically Patching Errors in Deployed Software, SOSP 2009

- Demsky et al. Inference and Enforcement of Data Structure Consistency
Specifications, ISSTA "06

* Key differences:
* Allow user to tradeoff false positives for false negatives
« Demonstrate ablility to thwart several types of attacks and soft errors

» Analytically show that we can tolerate rogue users in the community
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CONCLUSIONS

* We need systems that can identify exploits in deployed code
» Allow users to specify fallure rates they are willing to tolerate

* Mainstream computing can identify unanticipated, and
botentially malicious execution

» Buffer overruns, integer overflow, injection attacks, and DOS

* We show that it can even be used to identify soft errors

Thursday, April 29, 2010
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U TURE WORK

* Only instrument the likely indicator variables
* Deploy In the “real world”

» Consider server workloads

* Improve the performance of the runtime

» Consider privacy concerns

Thursday, April 29, 2010



FILTERING VOLATILE
VARIABLES

» Our prototype samples nearly all variables

» Some variables (e.g., timing-based variables) are hard or
impossible to constrain with our baseline strategy

* We use a machine-learning strategy for filtering them out of
the constraint set

* Future work will obviate the need for this strategy

Thursday, April 29, 2010



« Community may have malicious
users

» Our constraint set creation
approach attempts to limit the
number of runtime profiles in the
training set

Probability of Tainted Constraint Set

» The fewer the runtime profiles in
the training set, the less likely 1t Is O 200 4000 G000 8000 10000 12000
that the resultant constraint set will Runtime Profiles in Training et

be tainted by rogue runtime profiles
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VALUE BASED

* Sample and constrain the values of program “variables”
* Variables: application-level and many IR temporaries
* What we sample and constrain:

* Data-range: e.g., [32, 36]

» Constant bits: e.g, [O0[O0T T T]

e bllation count range:e.g, [ [, 2]

Thursday, April 29, 2010



rEC |5 OF EXECUTISS
VALUE BASED

Data Range Constant Bits  |Population Count

132,32] [00100000] (1] 32 [00100000]

Sampling

4';;




rEC |5 OF EXECUTISS
VALUE BASED

Data Range Constant Bits  |Population Count

132,32] [00100000] (1] 32 [00100000]
[32,33] [0010000T] iz 33 [00100001]

Sampling

4';;




rEC |5 OF EXECUTISS
VALUE BASED

00
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

.|l|l

Z
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits  |Population Count

[1,8] [0000TTTT] i1 2 [00000010]

Constraint
checking
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits  |Population Count

1816/ | [0000TTTT]¢/ i1 2 [00000010]

Constraint
checking
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits  |Population Count

1816 | [0000TTTT]¢/ (1,116 | 2 [00000010]

Constraint
checking
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits Populatlon Count

(1816 | [0000TTTT] (1,116 | 2 [00000010]
[1,8] [oooouu_ i 8 [0000 000]

Constraint
checking
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits Populatlon Count

(1816 | [0000TTTT] (1,116 | 2 [00000010]
[1.8] ¢ [oooom|_ L 8 [00001000]

Constraint
checking
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits Populatlon Count

(1816 | [0000TTTT] (1,116 | 2 [00000010]
(181 ¢/ | [0000TTT |_‘/ [0 8 [00001000]

Constraint
checking
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits Populatlon Count

(1816 | [0000TTTT] (1,116 | 2 [00000010]
[1.8] ¢ [oooouu_‘/ [1.11¢/ | 8[00001000]

Constraint
checking
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erEC |5 OF EXECUTISS
VALUE BASED

o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

Data Range Constant Bits Populatlon Count

€ oo

© .S 0000TTTT ) [00000010°
z O _|,8_ ;/ _oooonu_‘/ j|,|j/ 8 [00001000
8 O 18] (0000TTTT] el 7 [000001 | I
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erEC |5 OF EXECUTISS
VALUE BASED

o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

R ooy i oo
© .S 0000TTTT. 2 [00000010
4@ O _|,8_ ‘/ _oooonu_‘/ j|,|j/ 8 [0000 1000
8 O 18]¢/ | [0000TTTT 1 7 [000001 | 1]
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EereC 1S OF EXECUTICS

VALUE BASED
o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

R ooy i oo
© .S 0000TTTT. 2 [00000010
z O _|,8_ ‘/ _oooonu_‘/ _|,|j/ 8 [0000 1000
8 O 18]¢/ | [0000TTTT]¢/ e 7 [000001 | 1]
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erEC |5 OF EXECUTISS
VALUE BASED

o5
= ey 00100000 2 [00100000]
- Eoleky 0010000T e 33 [00100001°
o= ek 00100T0T] o] 36 [00100100

< o e
© .S 0000TTTT ) [00000010°
4@ O -|,8- t/ [0000TTT I_‘/ _I |_/ 8 [00001000°
8 6 18] ¢ 0000TTTT]¢/ FIEEN 7 [000001 | 1°
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CONTROL-FLOW BASED

* Sample and check for simple control flow invariants

» Paths: sample and check value of a branch history vector and
given program points

» Calls: sample and check ID of caller in a callee’s header
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OVERHEAD OF SYSTEM

Overhead (factor over -01)

Benchmark | Full CF CS VB Selective

bc 10.8 2.5 1.0 8.6 B2

bzip2 214 34 1.0 190 4.3

compress 8.5 2.2 Ot OR=mtgS 4.4

grep | 4.2 1.3 1.0 4.0 L7

gzip 16.4 4.1 RO iS e ee a)

jpeg | 29.8 3.1 e T A

libpoppler | 9.8 0.8 IROERESO) 0.9

libtiff 15.0 1.3 1.0 150 4.5

libvorbis 15.0 1.5 1.0 14.8 5.6

tar 1.1 1.0 1.0 1.1 1.0

wC 4.3 1.9 1.0 44 1.9
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s 100%
(¢b)
o
o1
L 80%
=
(-
= o
S 60%
=
=
L 40%
S
>
=
CD 200/0
o
O
O
e 0%

B Undetected and Failed
B Undetected and Passed
[ ] Detected and Failed

[ 1 Detected and Passed

OANl N C == C OANl N DO C == C
o Yo X R RORTACRLE=R 00N POc L=
NPOS5EQ O NdosEQ O
foYoko! 8— - fo¥oko! 8— -
- a & Q.
(@) (@]
(&) (@]
Just Detecting Failure Oblivious
Benchmark
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